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Alcatel-Lucent OmniSwitch 6900

Core and Data Centre LAN Switches

The Alcarel-Lucent OmniSwitch® 6900 fixed Core

LAN and Data Center (DC) switches are compact, —————— .-»"“qj?
high-density 10, 25, 40 and 100 Gigabit Ethernet N —'hgg e 4

— =
(GIgE) platforms. They offer high performance 056900C32€

dand extremely low latency Layer-2 and Layer-3

switching for campus and DC Fabric networks
_----- -
They are designed for tha most demanding T Tt i R T
g ’ SRSSS=Nn SSwaalv
software-defined operations in virtualized or i -
0S6300v48

physical networks

OmniSwitch 6300s can be positianad as Top- of-

Rack (TaR) or spine switches in DC environments

or as core and regation devic m Bl }
5 II’ 1d BJ’] q 5 1N .C‘:' .F‘ co ‘""‘"!!l

networks. They support a wide range of protocols 056300X48

and programable intarface (AP]) r:;r puilding

ALE's autonomous Service Defined Netwark or

overiay networks based on Software Defined :'-T:'-‘;;:‘::.‘:,‘,‘: -;::::' —

R Sy '.'-
Network architectures ey

OS6300748
The OmniSwitch 6900 product family offers a very high port
density, with up to 128 x 10 GigE, 80 x 25 GigE and up to
32x 40/100 GigE ports in a 1RU form factor. The Virtual [ e

Chassis' feature extends the modularity and reliability l!__.h_____ﬁ:m n..': 1.

of connectivity to addrass any size of virtualized, highly e “""'*-—:-:';;_'1",,:}:
secured modern and autonomous networks. MACsec is also 0S6900T24

supportad on specific 056900 madals for mission critical

and encryptad communication networks. The OmniSwitch

6900 product family leverages an energy-efficient mode!
with leading low power consumption, making them the lw 4

mast efficient and versatile switches in their class

Batachsat oAy B,
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Features
Wire-rate non-blacking up 10 6 4 Tb/s switching and routing capacity
at 100 GigE. 40 GigE. 25 GigE, 10 GigE/1 GigE and 10BASE-T speeds

© Resdient hardware system architecture

+ Interngl, hot-swappable power supplies and fans

+ Front-to-back and back-to-frant coeling options provide Icwest power
ConsuMpIon per port in its dass

* Integral operaung system advances functions: quality of serwice (QoS),
access control sts (ACLS), Layer-2/ Layer-3 switching, Virtual LAN (VLAN)
stacking and iPvé

© High-avalabiity hardware Viriual Extensible LAN (VXLAN) Virtual Tunne!
£nd Paint (VTEP) gateway for network wriualizaton

* Integrated overlay (VXLAN) and underlay internetworking automated
with OpenStack neutron piug-n and Open vSwitch Database (QVSDE)
protocol for integration with SDN controllers such as VMware NSX and
Nuage Networks

' Hardware wrtual rouung and forwarding (VRF) support for VRF-lite and [P
Virtual Private Network (1P VPN).

* Scalable network wirtualization architecture with guaranteed SLA delwvery
over standard Ethernet fabric: auto-Fabric IP routing for routed backbane
and access prowsioning, 5PB for bridging and routed services, Multipie
VLAN Registration Protocol (MVRP) and dynamic Virtual Network
Profiles (VNP),

- Zero-nuch prowsioning and network automation with out-of-the- box
plug-and-play Auto-Fabnc for automatic protocol and topology discovery
Protocal auto-discovery and self-provisioning works with any Etherner
device that supports standard |EEE protocols, such 3s 802 1aq (Shortest
Path Bridging- MAC, SPBM), 802.1ak (MVRP), or 802 3ad/802 1AX (Link
Aggregation Control Protacol, LACP). Auto-fabnc operation axtends to
[P routng protocol provisioning and [P on-boarding,

+ MVirtualized management, control and programmability

© Umified virtual chassis' with support for up 1o 6 swtches. | 1

* Aexible and programmable Layer 2, Layer 3, ACL, QoS netwerk
wriualization function abstracted into a single wrtual rauting and
Ur-dgmg Nstanca
Network management wriualizanon

+ Comprehensive northbound RESTAul APL ro the entire
Alcatel- Lucent operating system (AQS] feat ure sat

© APl offers access to all AQS CLI commands and all M8 structures
programming.

© VMware-cernfied Alcatel Lucent Omnivista” 2500 Virtual Machine
Manager (VMM), Virtual Network Profiles (WNP) integranon, VM SLA
momtonng and apphication fingerprinting for unmanned netwark
operanan and self-adjusting SLA for application defivery

+ Interfaces with VNwara «Center® and Citrix™ XenServer® for discovery
and mventory

+ VMware vCanter int2gration

* Single pane-of-glass for end-to-end physical and virtual netwarks
infrastructure operations VM to underlay network correlation and
single pane wsitility

+ Real time racking between YM and its nerwork locanan

* Dynamic M performance for application performance analytics
and visibiity

* Dynarme application profiling mith in-line applicaton recogmiticn
based or agnat.res and auta-adjustment of the network securicy
and Ja5 reatment

T w0y zurreatly ot 38 056 30MXAAE It will S8 sunpcrted n 4 aler AQS rsjessa

-
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Benefits

Qutstanding performance when supporting real-ime voice, data,
storage, and wdeo appications for converged scalable networks,
with hugh port dersity in 1R form facror

Resiliency maximizes uptime for converged mission- critical nepvorks
Ensuras efficient power management, thereby racucing oper anrg
expenses and lowering tatal cost of ownership

© The switch architecture simplifies the deployment of conver ged
starage for Internet Small Computer System Interface (ISCS1) and
Network-Attached Storage (NAS) systems.

+ The switch supports ReCEv2 (RDMA over Converged Ethernet) a
standard protocol that allows Remote Direct Memory Access (RDMA]
over an Ethernet network to ensure 3 zero-packet loss, low-latency,
and hugh-throughput network for RoCEv2 distributed applications.

+ Embedded Software- defined networking (SON) integration to control
'nrtual network profiles and policy management.

* VXLAN VTEP aliows overlay to underiay bridging and data center
interconnecting.

* Built-in dynamic and automated policy enforcement

* Policy enfarcement engine fully open for external control thraugh
RESTful northbound APIs for automation and integration of
nnovative applications

+ Manove and overlay Cloud Multi-tenancy support.

* Out-of-the-bax flexible fabric architecture desigred 1o automarz
and simplify the end-to-end deployment of campus, data center.
and cloud-based services

+ Prevent hurman mistakes by automating standardized and repiicabie
configurations,

* Prevents host address sxplosion and flooding with buitt-in SLA
serace support 3t iow capital and dperating costs and based on
nteroperable proven standards.

+ Dpumizes/simplifies Layer 2 and Layer 3 network designs and
reduces adminstracion overhead while increasing network capacty
with resilient mulopath active-active dual homing multi-chassis
support.

© Automated Cloud Multi-Tenancy support through NP

* The OmmiSwitch 6300 virmual chassis' increases system redundancy
and resiliency, prowiding maximum upnme and high availatility in
the negwork,

Provides interoperability, investment protecuon, and fexibility

* Supparts Spine/Leafl and Pod/Mash architectures for flexible
deployment

+ Virtual chassis' tapalogy s flexible (0 accommodate any architeciure
that is needed to meet the desired latency and oversubscription
requirements

+ The RESTIul interface exposes the entire AQS featurs set as 3
programmable data structure. The AP allows external controfiers
and applications to control and manage the switch's data plane and
MONILOr it5 Counters, stanstics and avents for the automation of ke
nerwork

+ Unifies physical and wirtual infrastructures by providing network
operators with 3 comprahensive and-to-and network view for il
nventory, VM performance, location rracking, event and log auditing

+ Momtors apphications and malware actvity, adjusting the netwark
to meet the apolication SLAs according to the business operabonal
equiraments. ard pravisionirg ogerations
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Detailed product features

Alcatel-Lucent OmniSwitch
6900 models

The Alcatel-Lucent OmniSwitch 6900
family offers high- performance and very
low-latency Layer 2/Layer 3 10/40 GigE
switches. All models are 1RU form factor
with redundant power supplies and fan
trays for front- to- back and back-to-front
arrflow. Available interfaces include 25 GigE,
40/100 Gigk, 1/10 GigE. 1/10 GBASE-T
+ OmniSwitch 6300V48 has 48 1/10/256G
5FP28 ports and eight QSFP28 ports
The QSFP28 ports operate at 100G or
4x25G or 40G or 4x10G. Maximum 25

port density 1s 80 parts. 16|

* OmniSwitch 69C0X48E has 43 1/100
SFP+ ports, 8 10/25G SFP28 ports and
4 QSFP28 ports. The QSFP28 ports
operate at 100G or 4x25G or 40G or
4> 0G. All ports support [ESE B02.1AE
MAC Security standard with AES 128-bit
and 256-bit encryption functionality

+ OmniSwitch 5900X24/T24 has
24 1/10 GigE SFP+ or 1/10 GBASE-T
and 2 100 Gigk QSFP28 ports that
oonerate at 100 GigE or 4«25 Gige
or 40 Gige or 4210 Gige

 OmniSwatch 6900C32€ has 32 x Q57223
parts that can operate ar 100 Gige or
4x25 GigE or 40 GigE or 4410 GigE
Maximum 25G port density is 128 por's

+ OmmiSwitch §300X48/T48 has 48 1-10
GigE SFP+/1-10 GBASE-T and six 100
GigE QS5F228 ports that operate at 100
GigE or 40 Gigk of which 2 ports can te
splitted into 4x25 GigE or 4x10 GigE.

Simplified manageability

* Fully programmabile RESTTul web
senvices interface with XML and JSON
support. The APl enables access to
Commard Line [ntarface (CL1) and
individual management infarmation
BASE (MI3) abjects,

+ Intuitive Alcatel-Lucent Enterprise

CLIn a scriptable Pythan and Bash
environment through conscle, Teinet
or Secure Shell (S5H) v2 aver [Pvd/IPv6

* Powerful Alcatel-Lucant Enterprise
WebView Graphical Web Interface

through HTTP and HTTPS over IPv4/|Pué
Full configuration and reporting using
Simple Network Management Protacol
(SNMP) v1/2/3 to facilitate third-party

rerwark managemant over [Pyd/ Pu6

- ,'.
Datashaar
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* File upload using USB, Trivial File Data center networking

Transfer Protocol (TFTP), FTP, SFTP
or securs copy (SCP) aver |Pyd/|2v6
* Multiple microcode image support

- Dynamic Virtual Network Prafiles (vNP)
- IEEE 802.1aq Shorzest Path Bridging

with fallback recovery BRE-h

© Local (on the flash) and remote server [ 7348 Virtual extensible Local Area
logging (Syslog) for events Netwark [VXLAN)
and commands Software Defined Networking

* Loopback IP address support for (SDN)
o o - Programmable AOS RESTRul API

* Management VRF suppart 3

* Policy and port-based mirroring, n Cpeniuack pEaNare M_"n
Remote port mirroring sFlow v5 and SO \PHERHS W Gltizly o Pighes
Remate Netwark Manitoring (RMON) + Stlbwire-controled VAN hardware
Digital Diagnostic Monitoring on all VIEE gaany
6900 fiber optic interfaces Advanced security Access control

* Dynamic Hast Configuration Protocal - Autosensing IEEE 802 1X multi- client,
[DHCP) relay

+ 1EEE B02.1AB LLDP with MED extensions

* Network Time Protocol (NTP)

* DHCPv4 and DHCPYE server managed
by Nokia VitalQIP® DNS/ DHCP [P
Management Software

Resiliency and high availability

multi-VLAN support for bridging and
SPBMAXLAN services

- MAC-based authentication for non-1EEE

802.1% hosts

- Secure Shell (SSH) with public key

infrastructure (PKI) support for bridging
and SPEMAXLAN services

+ Terminal Access Controller Access-

* Unified management, control and
fabric-mesh virtual chassis' technology

+ Virtual chassis' 1+N ragundant
supervisor marager

- Virtual chassis’ In-Senvice Software
Upgrade {ISSU)

* Smart continueus switching technology

+ [TU-T G.BO32/Y1344 2010 Ethernet
Ring Pratection

- IEEE B02.1s Multiple Spanning Trae
Protocol (MSTP), [EEE 802.10 Spanning
Tree Protocol (STP) and [EEE 802 1w
Rapid Spanning Tree Protocol (RSTP)

+ Per-VLAN spanning tree (PYST+) and
Alcatel-Lucent 1x1 STP mode

* IEEE 802 3ad/302 1AX Link Aggregation
Contral Protocol (LACP) and stat'c LAG
groups across modules

* Virtual Router Redundancy Protocal
(VRRP) with tracking capabilities Q

* |EEE protocol auto-discovery .

* Bidirectional Forwarding Detection (BFD}

Redundant and hat-swappable power

supplies

+ Redundant fans

+ Hot-swappable fan tray

* Built-in CPU protection against
malicious artacks

s

e spgorted n g laer A0S reease

ey S

+ 32-bit IPva/128-bit IPv6 non-contiguous

+ Egrass traffic shapirg

« Df

Cantrol System Plus (TACACS+) dlient

+ Centralized Remote Access Dial- In

Usar Service (RADIUS) and Lightweight
Directary Access Protocol (LDAP)
administrator authentication

+ Centralized RADIUS for device

authentication and netwark accass
control authorization

+ Learned Port Security (LPS) or MAC

address lockdown

« Access Control Lists [ACLs); flow-based

filtaring in hardwara [Layer 1 to Layer 4)

+ DHCP snooping, DHCP [P and Addrass

Resclution Protocol (ARP) spoof
protaciion

+ ARP poisaning detection
+ P source filtering as a protective and

effective mechanism aganst ARP attacks
uality of Service (QoS)
Priority queues: Eight hardware-based
Queues per port

- Traffic prioritization: Flow-based QoS
+ Flow-based traffic policing and

bandwidth management

mask classification

Lossless Virtual OQutpu
with configurabie sch

ry e
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IPv4 routing

* Multiple VRF

+ Static routing with route labeling [E'

* Routing Information Protoco! (RIP) vi
and v2

+ Open Shortest Path First (OSPF) v2 witr
graceful restart

+ Intermediate System (o Intermediata
System (IS-IS) with graceful restart

* Border Gateway Protocol (BGP) vd with
graceful restart

+ Generic Routing Encapsulation (GRE)
and IP/1P tunneling Virtual Router
Redundancy Protocol (VRRPv2)

* DHCP relay (including generic UDP relay)

ARP

E * Policy-based routing and server load
balancing

+ DHCPw4 senrver
IPv6

*+ Multiple VRF

* Internet Control Message Protocol

version 6 (ICMPvE)

Static routing

* Routing Information Protocol Next
Generation (RIPng)

* OSPF v3 with graceful restart

* Intermediate System to Intermediata
System (IS-IS) with graceful restart

* Multi-Topology 1S-1S

+ BGP v4 multiprotocol ME:]}QHS for

IPv6 routing (MP-BGP)
« Graceful restart extensions for O5PF
and BGP
+ Virtual Router Redundancy Protocol
(VRRPv3)
* Neighbors Discovery Pratocal (NDP)
E « Paoligy-based routing and server load

balancing
+ DHCP6 server

IPv4/IPv6 multicast

* Internet Group Manragement Protocol
(IGMP) v1A2N3 snoapirg

* Protocol Independent Multicast
- Sparse-mode (PI!|-3M), Sourze
Specific Multicast (FI-55%1)

+ Pratocal Independent Multicast -
Dense- mode (PI\- DAY, Bidirectional
Protocol Independent Multicast
[PIM-BiDwr)

+ Distance Vector Multicast Routing
Protocol (DVMRP) Multicast Listener
Discovery (B4.D1 v1A2 snouping

» PIM 10 DVMRP gateway suppor: 15.5)

and (G} fopear s ‘
(- %
- Y
° N
o ) '
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FCC 47 CFR Part 15 Class A

Advanced Layer 2 services

+ Ethernet sernces support using IEFE
802 1ad Provider Bridges (also known as
Q-n-Q or VLAN stacking)
+ Fabric wirtualization services
IEEEB02.1aq Shortest Path Bridging
{SPB-M) and VXLAN
-~ Ethernet network-to-network interface
[NNI) and user network interface (UNI)

~ Service Access Point (SAP)

- Service VLAN (SVLAN) and Customer
VLAN {CVLAN] support

= VLAN translation and mapping
including CVLAN to SVLAN

+ Port mapping

DHCP Option 82: Configurable relay

agent information

- MVRP

+ High availability VLAN (HA-VLAN) for L2
clusters such as MS-NLB and active-
active Firewall clusters

* Jumbo frame subport

« Bridge Protocol Data Unit (BPDU)
blocking

+ STP Root Guard

Technical specifications

Product specifications and
measurements

+ Par-port LEDs

* Ethernet/FC: link/activity
© EMP: link/actvity

+ System LEDs

+ OK. green/yefiow

- P51 green/ysiiow

* PS2: greensyellow

+ PWR Save. green

Compliance and
certifications

EMI/EMC - Commercial

+ ICES-003 Class A

+ CEmarling for Zuropean caunt-ies
[Class A)

+ EMC Directve B3/33e/E2C

ENS55022:1998:2C06 Class A

+ ENS5024:1398°A1° 2001+A2 2003

+ EN61000-3-2

+ ENB1000-3-3

+ ENG1000-4-2

+ EN61000-4 -3

+ ENG1000-4-4

. EN61000-4-5 l

M e B
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- ENB1000-4-6

-+ EN61000-4-8

- EN61000-4-11
QSPR22:1997 Class A

+ VCCI (Class A)

+ AS/NZS 3548 (Class A)

+ IFEE B02.3 Hipot requirement angd
1.5 k¥ surge on data port for copper
interfaces

Safety agency certifications

* IEC 62368-1

» US UL 6C930

* |EC 60950-1:2001: all national deviations
* EN 60950-1: 2001 all deviations

+ CAN/CSA-C22.2 No. 60950-1-03

AS/NZ T5-001 and 60950:2000: Australia
+ UL-AR: Argentina

* UL-GS Mark: Germany

+ GOST: Russian Federation

+ EN 608251 Laser

+ EN 60825-2 Laser

+ CDRH Laser

Federal certifications
© FPS 140-2

+ Comman Crit2ria EAL2
© Commaon Criteria NDcPP
HTC

+ Trade Agreements Act (TAA)
Supportad standards

[EEE standards

IEEE 802.1D STP

- IEEE8021p CoS

- IEEE 802.1Q VLANs

« IEEE 802.1ad Provider Bridges Q-in-Q/
VLAN stacking

+ |EEE 802 1ak (MVRP)

+ |ZEE 802 1ag Shortast Path Bridging
(sP8)

+ |EEEBQ.1ab LLDP

- IEEE 802.1ag DAM

- |EEEB02.1 CEE 1.01

- IEEE 802.15s MSTP

- [EEE BO2. tw RSTP

« |EEE 802.1X Port-based Merwork Access
Control (PNAC).

- |EEE 802 3x Flow Control

+ [EEE 802 3u Fast Sthernet

+ IZEE 802 321 Gigk

- |EEE 802 3ab 1 GBASE T

* IZEE 802 3ac VLAN Tagging
IEEE 802 3adr302 1 ALY A3grata

- [EEE8C2 32 10Gi *

+ |EEE 802 3anT0C-|| SE-T

=

-~
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« IEEz 804 3a:z trergy Fifician:
{EEE)

- [EEE 802 3ba 40 GigE

+ IEEE BO2 3by 25 Gigk

- IEEZ 802 3bm 100 Gigk

IEEE 802 1x-2004

+ [EEE BO2.1AE MACsec

* ITU-T recommendations
TU-T G.8032/Y.1344 2010: Ethernat
Ring Protection (ERPv2)

ANSI recommendations

+ INCITS/Project 1647-D/Rev7.10 FC-P1-4
« INCITS/T11/Project 2159-D/Rev

* 123 711-B8-6 compliance

+ INCITS/T11/Project 1871-D/Rev

+ 2.00 T11-BB-5 support

IETF RFCs

1Pv4

+ RFC 2003 IP/IP Tunneling

* RFC 2784 GRE Tunneling

* RFC 2131 DHCPv4

+ RFC 4292 IP Forwarding Table M(B
OSPF

+ RFC 1785 OSPf Database Overflow
+ RFC 1850/2328/4750 OSPEVZ and MIB
RFC 2154 OSPF MDS Signature
+ RFC 2370/5250 OSPF Opaque LSA
+ RFC 3101 OSPF NSS5A Option
* RFC 3623 QSPF Graceful Restart
* RFC 2740/5340 OSPFy3 for 1Pv6
* RFC 4552 Authentication/ Canfidentiality
for OSPF3
* RFC 5187 OSPFv3 Gracaful Restart
+ RFC 5838 MIB for OSPFVv3 RIP
RFC 1058 RIPV1
* RFC 1722/1723/2453/11724 RIPv2
and MIB
+ RFC 1872/2644 [Pv4 Router
Requiraments
RFC 2080 RIPng for [PV
BGP
« RFC 126941857
+ and v4 M.B
RFC 1403/1745 BGP'OSPF
+ Interaction
+ RFC1771- 1774/2842/2918/4271 BGP
+ RFC 1365 BGP AS Confaderatiors
+ RFC 1866 BGP Route Reflection
+ RFC 1397/1993/4360 BGP
+ Communit es Atribute
© RFC 2042 BGP Mew ACriputa

/4273 BGP V3

M 5

RFC 2439 BGP Route Flap Damping

+ RFC 2545 BGP-4 Multiprotocol
Extensions for [Pv6 Routing

* AFC 2796 BGP-4 Route Reflection

+ RFC 2858/4760 Multiprotocol Extensions
for BGP-4

* RFC 3065 BGP AS Confedarations

* REC 4456 BGP Route Reflaction

* RFC 4486 Subcodes for BGP Cease
Naotification

* RFC 4724 Graceful Restart for BGP

+ RFC 3392/5492 Capabilities
Advertisement with BGP-4

*+ RFC 5396/5668/6793 3GP

* 4-Octet ASN and Textual Representation
of ASN

Is-IS

+ RFC 1142/1195/3719/3787/5308 IS-15
vd

+ RFC 2763/2966/3567/3373

- Adjacencies and route management

* RFC 5120 M-ISIS® Multi-topology [5-1S

* RFC 5306 Graceful Restart

* RFC 5309/draf-ietf-isis-igp-p2p- over-lan
Point tc point over LAN

RFC 6329 IS-IS Extensions Supporting
5

IEEE 802.1ag SP8

* RFC 5304 IS-IS Cryptographic
Authentication

- RECS53101S-IS Generic Cryptagraphic
Authentication

1P Multicast

* REC1075/drafr-ietfidmr- dvmrp-v3-11
txt DVMRP

+ RFC 2365 Multicast

* RFC2710/3019/3810/MLD 42 for IPv6

+ RFC 2715 PIM and DVMRP

interoperability

* RFC 2933 IGMP MIB

* RFC 3376 IGMPV3 (includes IGMP v2/v1)

RFC 3569 Source-specific Multicast

(SSM)

© RFC 3973 PIM-CM

+ RFC 4087 IP Tunnel MIB

* REC 4541 Consideratiors for IGMP and

MLD snooping switzhes

RFC 4601/5059 PIM-SM

+ RFC 5015 BiDIR PIM

+ RFC 5060 PIM M3

* RFC 5240 PIM Bootstrap Router MIB

» RFC 5132 Multicast Routing MIB

IPv6

+ REC 138! Parh MTJ Discovery

+ R=C 2460 IPv6 Specifeatien \
FC 2164 [PvE aver Etrernal ‘

v 21

* RFC 2485 MIB for IPvE. Textual
Convertions {TC} ard General Group

+ RFC 2466 MIB for [PvE ICMPYE Group

* RFC 2711 Router Alert Option

+ RFC 3056 6to4 Tunnels RFC 3315

Dynamic Host Configuration Pratocol for
{Pvé (DHCPVG)

* RFC 3484 Default Address Selection

* RFC 3493/2553 Basic Socket AP|

+ RFC 3542/2292 Advanced Sockets AP|

* RFC 3587/2374 Global Unicast Address
Format

* RFC 3595 TC for IPv6 Flow Label

+ RFC 3536/1886 DNS for IPvE
* RFC 4007 Scoped Address
+ RFC 4022/2452 MIB for [Pv6 TCP

+ RFC 4113/2454 MIB for [Pv6 LUDP

+ RFC 4193 Unigue Local Addresses

RFC 4213/2893 Trarsition Mechanisms

RFC 4291/3513/2373 Addressing

Architecture (uni/any/multicast)

RFC 4293 Management Information

BASE for the [nternet Protocol (IP)

+ RFC 4301/2401 Security Architecture

RFC 4302/2402 [P Authentication

Header

* RFC 4303/2406 IP Encapsulating
Security Payload (ESP)

+ RFC 4308 Cryotographic Suitas for [P
Security Architecture (IPsec)

* RFC 4443/2463 ICMPvE

* RFC 4861/2461 Neightor Discovery

+ RFC 4862/2462 Stataless Address

Autoconfiguration

RFC 5095 Deprecation of type O routing

headers in IPv6

Manageability

* RFC 854/855 Telnet and Teinet options

+ RFC959/2640 FT?

+ RFC 1350 TFTP Protocol

+ RFC 1155/2578-2580 SMI v1 and SM| v2

* RFC 115772271 SNMP

+ RFC 1212/2737 MIB and MIB-II

+ RFC 1213/2011-2013 SNMP v2 MIB

+ RFC 1215 Convention for SNMP Traps

+ REC 1573/2233/2863 Private Interface
Mi3 RFC 1843/2565 Sthernet MIB

+ RFC 1867 Form-based File Upload in
HTML

* RFC 1901-1908/3416-3418 SNMP v2¢
+ REC 2096 [P MIB
© RFC 2131 DHCP Server/Client

* RFC 2388 Returning Vajues tr_am Formsjs >

mult part/form data
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RFC2570-2576/3411-3415 SNMP 3

+ RFCI510 /28BS4 HTTP and ="\t

* RFC 2667 IP Tunneling MIB
RFC 2668/3636 IEET 802 3 MAUL M3

+ REC 2674 VLAN MI3

© RFCI023 XML Media Types

* RFC 3414 User-based Security Mode|

+ RFC 4122 A Universally Unique [dentifier
(ULID) URN namespace

* RFC 4234 Augmented BMF for Syrtax
Specifications: ABNF

* RFC 425174418 Secure Shell Protocal
Architecture with UMAC Message
Authentication

+ RFC 4252/4253 The Secure Shell (S5H)
Authentication Protocol and Transport
Layer Protocol

* RFC 4502 Remate Monitaring
Management [nformation BASE Versicn 2

* RFC 4627 JavaScript Object Nataton
(JSON)

+ RFC 5424 The Syslc 3 protocol

+ RFC 6585 Additional HTTP Status Codes

Security

+ RFC 1321 MDS

RFC 2104 HMAC Message

Authentication

+ RFC 2138/2865/2868/3575/2513
RADIUS Authentication and Client M|B

+ RFC 2139/2866/2867/2620 RADILS
Accounting and Client MIB

+ RFC 2228 FTP Security Extensions

© RFC 2284 PPP EAP

+ RFC 2863/2869bis RADIUS Extarsion

Product matrix

Featurs Madel

Port count

Expansion slots
Qut-of-band Ethernet port
USB port

Caonscle port

Primary slide-in PSU slot
Backup shde-in PSU slot
Redundant fans

CPU Model

CPU Fraquencies/Type

Flash Starage
RAM '9\..'*
‘e
JoJ
ey 4
) _ Y
£ Qarasheat
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RFC 3182 RADIUS and [Pvé

+ REC 4307 Security Architezzura for [P

« RFC 1826/1827/4303/4305
Encapsulating Payload (ESP) and crypto
algorithms

* RFC 2580 X.509 Internet Public Key
Infrastructure Online Certificate Status
Protocnl - OCSP

+ RFC 2986 PKCS #10° Certification
Request Syntax Specification Versian 1 7

* RFC 3268 Advanced Encryption
Standard (AES) Cipher suites for
Transport Layer Security (TLS)

* RFC 4346 The Transport Layer Security
(TLS) Protocal Version 11

+ RFC 5246 The Transport Layer Security
(TLS) Protocol Version 1.2

* RFC 5280 Internet X.509 Puhlic Key
Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

* RFC 6125 Representation and
Verificaticn of Domain-basad application
Service Identity with P]

« Draft-lerf-radext-radsec-12 TLS
encryption for RADIL'S

QoS

+ RFC 896 Congestion Control

+ RFC 1122 Internet Hos:s

+ RFC 2474/2475/2537/3188/3245
DiffSery

* RFC 3635 Pause Control

* RFC 2637 Single Rate Three Color
Markar [srTCM)

+ RFC 2698 Two Rate Three Color Marker
{erTCM)

OS6900-V72

72 (48 5FP28 and 6 QSFP28)
N/A

1

1

1

1

]

5+1

Intel Atom* C2538
24GHz/quad-core
15 GR

15 GB

Aontrep 8.

: 1

I%

Others

« RFC 791/89:4/1024/1349 [P and |1
Ethernet

+ RFC 792 ICMmP

+ RFC 763 UDP

+ RFC 793/1156 TCP/IP and MIB RFCB25
AP

+ RFC 919/922 Broadcasting Interner
Datagram

* RFC 325/1027 Multi-LAN ARP/ Proxy ARP

* RFC 850 Subnetting

+ RFC 951 Bootstrap Protocol (BOOTP)

+ RFC 1151 Remote Desktop Protocol
(RDP)

+ RFC 1191 Path MTU Discovery

* RFC 1256 ICMP Router Discovery

RFC 1305/2030 Network Time Protocal

[NTP) v3 and Simple NTP

* RFC 1493 Bridge MIB

* RFC 1518/1519 Classless Inter- Domain
Routing (CIDR)

« RFC 1541/1542/2131/3396/ 3442 DHCP

+ RFC 1757/2813 RMON and MIB

* RFC 2131/3046 DHCP/ BOOTP Relay

+ RFC 2132 DHCP Cpuions

+ RFC 2251 LDAP V3

+ RFC 2338/3768/2787 VRRP and MIB

* RFC 2581 TCP Congestion Control

+ RFC 3021 Using 31-bit prefixes

* RFC 3060 Palicy Core

+ RFC 3176 sFiow
ETF draft "IP/IPVPN services with [EEE
B02.1ag SPE networis”

Software Defined Networking (SDN)

+ RFC 7348 Virtual extensible Local Area
Metwork (VXLAN)

0s6500-32
32 [QSFRI8)
N/A

1

1

1

1

5+1 b

Intel Atom™* 2534

2.4GHz/quad-care

Wy
(4]
u
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Feature/Model 0S&900-V72 0S§300-C32
Dara buffer 15 MB 16 MB

Max switching 36 Tors 54 /s
Capacity Non-blocking Nan-blocking
Forwarding rate* 2578 Mpgs 4761 Mpos
Latency <600 ns <600 ns
Power cansumpuian® 330w 380w

Heat Dissipation 1125 Btwh 1228 Btun
Mean time Betwean failures (MTBF) with AC 377898 h 517875h
power Supply

MTBF with DC power supply 377,998 h 517875 h

Width 438cm(17.26in) 438cm (17 261n)
Depth 515em(20.27in) 51.5cm(20.27 in)
Height 44cm(1730in) 44cm(1.73in)
Weight (chassis & fan) 6.7 kg (14.77 Ib) "6.6kg(14.551b)

Shipping Weight (fully populated®++)
Operating emperature Front-to-rear Airflow

10 kg (22.04 Ib)
0*Cto 45°C (32°F 10 113°F) 55°C Shutdown

Operating temperature Rear-to-Front Airflow  0°C to 45°C (32°F to 1 13°F) $5°C shutdown

Storage Ternperature
Humidity (operaung)

Humidity (storage)

-10°Cto 70°C (14°F to 158°F)
5% to 95% non-condensing

5% to 95% non-candensing

* Forwarding rate in tabie above are rounded values based on 64-Dyte packets.
** Marimum power consumption under full L2 raflic load nougdes 3 fan iray, two power supplies, transceners, optional plugn modules nat ncluted
*** Shippung weight ncludes fully dopulated chassis with fan Lrdy, two power suppiies and all accessories, transcavers not included

10.5kg (23.06 Ib)

0°Cto 45°C (32°F to 113°F 35°C Shutdown
°C to 45°C (32°F to 113°F) 55°C shutdown

-10°C to 70°C (14°F to 158°F)

5% to 35% non-condensing

5% to 95% non-condensing

S

Product matrix (Continued) E]

Feature/Made! QS&ES00X24 0S69500T24 OSEI00X48 OSE500T48 OSESOMX48E QSE900V48 ~ DSE900C2E
Port count 28 5FP+ and 24 10GBASE-T, 48 SFP+and 48 10GBASE-T 40 5FP+, 43 SFP28ard  32(QSFP28)
2 QSFP23 2 5FP+ and 6 QSFP28 and 6 Q5FP28 8 5FP28 and 8 QsFp28
2QsFP28 4 Q5FP28
Out-of-pard 1 1 1 1 1 1 1
Ethernet part
USB port 1 1 1 1 1 1 1
Console port 1 1 1 1 1 1 1
Primary slide-in 1 1 1 1 1 1 1
PSU
Backup slide-in 1 1 1 1 | 1 |
PsuU
Redundant fans  4+1 441 4+ 4+1 5+1 5+1 5+1
CPU Mode| [nte! Atom* Intal Atam® Intel Atom® Intal Atom* Intel Atom* [ntel Xeon® Inte! Xeon®
(3558 {3558 3558 3558 (3558 D-1518 D-1518
U 2 2GHz! 2. 2GHY 2.2GHz/ 262 2.2GHz/ 2 2GHz2/ 22GHY
Freguencies/ quad-cora quad-cors guad-cora quad-core quad-core quad-core quad-core
Tyoe
Flash Storage 3268 32G8 32G8 3268 32GB 32G8
SDRAM 8Ga BGa 3GA 3G8 ERet 15G8
Data buffe fa},{m 328 32.M8 32M8 32 M8 32MB

[ 1
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Feature/Model
Max switching
Capacity
Forwarding
rates*

Latency

Power
consumption**

Heat Dissipation

Mean time
Between failures
(MTBF) with AC
power Supply

MTBF with DC
power supply

Width

Depth

Height

Weight (chassis
& fan)

Shipping

we'g h{"l L]

Operating
Temperature
Front-to-rear
Aurflow

Operating
Tarnperature

Rear-to-front
Airflow

Storage
Temperaturs

Humidity
{operating)

Hurmidity
[storage)

OSEa0004

920 Gbps
Non-blocking

684 Mpps

<650 ns
219w

747 Buuh

787,775 h

683,794 h

43 cm
(17.42in)

4733cm
(18.63in)

44cm
(1.73in)

5634 kg
(14,75 Ib)

1042 kg
(2297 Iy

Q*Crod5°C
(32°F to113°F)

55°C shutdown

0°Cto 45°C
(32°F 10113°F)

55°C shutdown

-10*C o 70°C
{(14°F 10 158°F)

5% to 95%
non-candensing

5% 10 95%
non-condensing

920 Gbps
Non-blocking

6R4 Mpps

<650 ns

22w

757 Btu/h
705352 h

625,756 h

443 cm
(17.42in)

4733 cm
(1B.631n.)

44cm
{1.731in.)

6854 kg
{15.111b)

1056 kg
(23.28 b)

°C to 45°C
(32*°Fo113%F

55°C shutdown
0°C to 45°C
{32°F 101 13°F)

55°C shutdown

-10°Cto 70°C
(14°F to 138°F)

5% to 95%
non-condensing

5% te 95%
non-condensing

216 Toss

Non-blacking

1807 Mgps

<650ns
356 W

1214 Btush
384636 h

385405 h

443 cm
(17.42in)

4733cm
(18.63In)

44cm
(1.73in)

9.034kg
(19.31 Ib)

10.48 kg
{23.101b)

0*Cto 45°C
(32°F 10113°F)

55°C shutdown

0°Cto 45°C
[32°F 101 13°F)

55°C shutdown

-10°Cto 70°C
(14°F 10 158°F)

5% to 95%
nan-condensing

5% o 95%
non-condensing

* Farwarding rate n table above are rounded valuas hased an G4-byte packets
** Mamimum pawer consumpnion ynder full L2 raffic load includes 3 fan I3y, two puwer supphes, transcesers, aptional plug-n modules not ncluded
*** Shipping weight ndudes lully populated :hassis with fan fray. two power supplies and all aczessores, transcevers not included

216 This
Non-blocking

1607 Mpps

<650 ns
323w

1101 Btu/h
372562 h

373507 n

44.3 cm
(17.42in)

4733 cm
(18.63in)

44cm
(1.73in.)

9254 kg
(20,40 Ib)

10.7kg
(2358 Ib)

0°Cro45°C
(32°F 10113°F)

55°C shutdown

0°Cro45°C
{(32°F 10113°F)

55°C shutdown

-10°Cto 70°C
(14°F to 158°F)

5% to 95%
nen-condensing

5% to 35%
nor-candensing

2.0 Thss
Non-blocking

1488 Mpps

<650 ns

460 W

1568 Btush
305,092 h

317,286 h

438cm
(17.26 in)

515¢m
(2027 n)

44cm
{1.73in)

8534 kg
(2183 1b)

105kg
(23.141b)

0°Cto 45°C
{32°F o113*F)

55°C shutdown

0°Cto 45°C
(32°F to113%F)

55°C shutdown

-10°C ta 70°C
(14°F to 158°F)

59 to 95%
non-condensing
5% 10 35%
non-condensing

40 Th/s
Non-blocking

2976 Mpps

<600 ns
550 W

1876 Btu/h
203,816 h

208,537 h

438cm
(17.26 in)

536 cm
21.11n)

44cm
(1.731n)

9384 kg
(2068 Ib)

11.35kg
(25.021b)

0°C o 45°C
(32°F 10113°F)

55°C shutdown

0*Cto45°C
(32°F10113°F)

55°C shutdown

-10°Cto 70°C
{14°F to 158°F)

5% ro 95%
non-<andensing

5% to 35%
non-condensing

}...&
)
P

64This
Non-blocking

4761 Mpps

<600 ns
380w

1228 Btu/h
371983h

382763 h

438cm
(17.26In)

51.5¢em
{20.27 in)

44cm
(1.73In)

8.514 kg
(18.77 Ib)

1048
(23.101b)

0*C to 45°C
(32°F 10113°F)

55°C shutdown
0°Ctod45°C
(32°F10113°F)

55°C shutdown

-10°Cto 70°C
(14°F o 158°F)

5% o 95%

u :
5% to 95%
non-condensing

3



Power supplies
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All OmriSwitch 6300 models support 1+1 redundant, hot swappable AC and DC pawer supplies. The primary and
packup power supply units are internal, but removable to allow for easier maintenance and replacement. There is

noservice interruption when a new pcower S.JI'.'L?I)' is Installed ar an old one repla

two redundant power supply units

aced. All 0S&900 maodels ship

with

Power Supply units 0S6900C are used to power 056900-V72, C32, C32E, X48E and V483,

PSmodels 056900C-8P-F

Description Modular 650W AC backup
power supply with frant-to-
back cocling

Dimensions 50.5mmx 310.2 mm x
4Omm(159iInx122inx
1.58in.)

Weight 0.983 kg (2.16 b))

Input current/  100-240VAC, 50-60Hz/10-

Intensity SAor82-354A0r78-38A
Power Rating  650W
Fans 1

Q56900C-BP-R

Modular 550W AC backup
power supply with back-to-
front cooling

50.5mmx 3102 mm x
40mm (1.99in 2122 inx
1.58in.}

0.983 kg (2.16 Ib.)

100-240VAC, 50-50H2/10-5A
or82-35A0r78-384

056900C-BPD-F

Modular 650W DC backup
power supply with front-to-
back cooling

50.5 mm x 310.2 mm x
40mm(1993inx 122 Inx
1.58 in.)

0983 kg (2.161b.)
36-72VDC/25-11A

43VDC, 650 Watrs

1

0S6900C-BPD-R

Modular 650W DC backup
power supply with back-to
front cooling.

50.5mm x 3102 mm x
Wmm{198%iInx122inx
1.58in.)

0.983 kg (2.16 b}
36-72VDC/25-11A

48vDC, 650 Waus

1

Power Supply units 0S6900X are used to power 056900X48,T48 and 0$6900X24, T24.

Cescription Medular 400W AC backup
power supply with frant-to-

back cooling
Cimensions 50.5mmx 3102 mm x

40mm199inx122inx

1.58in)
Weaight 0.983kg(2.161b)
Input current/  100-240VAC, 50-60Hz/6-3A
Incensity
Power Rating 400 Wars
Fans 1

Ordering information

0S6900%24-F-xx

OSE3C0OX24-R-xx

ports operate as 1/10GE. QSFP28 ports operate 3

+.OS6900K-BP-R -

Modular 400W AC backup
power supply with tack-to-
front cooling

505 mmx310.2 mm x 40
mm{1.99inx122inx 158
in.
0983kg(2161b)
100-240VAC, 50-60H2/6-3A

400 Wat:s

« 100
3 U

OS6900%-BPD-F

Madular 400W DC backup
power supply with front-to-
back cooling

50.5mm x 310.2 mm x
40mm(199inx12.2Inx
1.58 in,)

0983 kg(2.16M)
20 to 75 VDC/14-4A (200W

Output) 36 to 75 VDI 14-7A,

400W Outpurt)

12V BA, SV/3A (200W)
12V/33.3A, SVi3A (400W)

1

056300-X24C2° 10Gigabit/100Gigabit Ethernet L3 fixed, 13U chassis with 25 SFP+ ports and 2 QSFP28 ports. SFP+
/40GE. Back to front cooling The bundle ships with dual AC £
power supplies, country specific power card, user manuals aczess card and rack mounts. (-xx to be | replacad with 1

country-specific power cord code, .. -EU for Europe)

0SE900X240-F

code, e.g.. -EU for Europe)

I 4
Ditasheet

056900-X24C2: 10Gigabiv/100Gigabit Ethernet L3 fixed, 18U chassis with 25 SFP+ ports and 2 QSFP28 pcr's SFP+
ports aperate as 1/10GE. QSFP28 ports aperate as 100/40GE. Front to back cooli ing The bundl
power supplies, user manuals accass card and rack mounts. (-xx (o be replaced with the cou ry

- Ay—

o -, OSEI00%-BPD-R

Modular 400W DC backup
power supply with back-to-
front cocling.

50.5 mm x 310.2 mm x

40 mm (1.99in x 12.2in x

158in.)
0.983kg216b)

<20 to -75 VDC/14-4A (200W
Output) 36 to 75 VDC/ 14-7A,
(400W Qutput)

12V/16A, SV/3A (200W)
12V/33.3A, SV/3A (400W)

1

0S6900-X24C2: 1JG|gab4u1rJ(}Glgabnt Ethernet L3 fixed, 1RU chassis with 25 57FP+ ports and 2 QSFP28 ports. SFP+
ports operate as 1/10GE. QSFP28 ports operata as 100/40GE. Front to back cool ing. The bundle ships with dual AC
power supplies, country specific power cord, user manuals access card and rack mounts. (-xx to be replacad
country-specific power cord code, e.q : -EU for Europe)

with the




l‘wl.mw:rh ‘_;U_I'Ifﬂuli:ﬂiUl_l_:‘_a_pt:(.‘Il‘ll_;aHUII‘:p 3 _ min 10 - - VLAN Spez |I'_r(.al|or\s_ o
- L] -
VLAN Specifications
T‘_“-\"".“ - - g — ———— S ————— —
086900-
)\) 056900. | X/T48C6/
OS6360 0S6465 0OS6560 OS6860 OS6860N | OS6865 056900 shealie X48C4E/ [ OS9900
V7232 5
- V48CE/
¢ C32E
=
¢ RFCs Supported 2674 - Detimtions ot Managed Objects tor Bridges with Tratfic Classes, Multicast Filtennng and Virtual LAN
"‘L Extensions
IEEE Standards - ;tli 10 - Virtual Bnidged ];(‘.il e;\_r_t:}:lmwnrh ) - N -
) | Supported 802.1D - Media Access Control Bridges
% A/ fopom—— | e BT = i y = S ; i = | =
"; Maximum VLANs per 4094 4094 4093 4094 4094 4094 4094 |—4{_;u4 4094 6 4094
A b
J- -h-iawmnn lagped ) . ‘il.l.;i'; - .muz____ 40493 4[:\1;. - 4(:':-‘._ 4093 40913 4004 .ulu.;'_ ) 4091 i
\ VLANs per Port
I'| Maxiinum Untageed One untagged VLAN (default VLAN) per pon
VLANs per Port
Maximum number of N/S [nrs N/S 1 [1 1 ! 1 1 N/S
ports or hink apgeregates
per PVLAN supported
_Meus |||:u|-|1 .I'In_mhm ol NS N/S N/S | | 1 | 1 1 N/S
Secondary VELANs with a
Frimary VLAN that can
co-exX1st on a pon
Maximum number of N/S N/S N/S 256 256 256 256 256 256 N/S
IPCL and EPCL rules per
VLAN
.N:J;mmm number of NIS N/S N/S 1 | | | | | N/S
PVLAN per promiscuous
port _J
-No[c.‘i_'
. N/A o

April 2022 page 2-5




UDLD Specificalions

Network Configuration Specifications wiin 11
tf. -
UDLD Specifications
- I.___-“‘.- - - - —— - =i
- 4 '! = 0S6900-
b9 0s6900. | X/T48C6/
\ ” OS6360 0S6465 0OS6560 OS6860 OS6860N | OS686S 0OS6900 i X4BC4E/ | 059900
q & ; V72/C32
N V4BC8/
C32E
Number of UDLD ports 128 N/S N/S N/S
per system
Number ot UDLD 32 - - -
neighbors per port
) T =
¥ Not supported on OS6900-V72/C32(E) models.
';_ Not supported on OS6900-X/T48C6 models.
(]
‘ - L3 L] - i
Y Source Learning Specifications
¢ —— . R }
~. 0S6900-
' 0s6900. | X/T48C6/
OS6360 56465 OS6560 OS6860 OS6B60N | OS6865 0OS6900 X48C4E/ [ 0OS9900
V72/C32
V48C8/
C32E
RFCs Supported 2674—Detininons of Managed Objects tor Bndges with Tratlic Classes, Mulucast Filtering and Virual LAN Extensions
Maximum number of 16K 16K 16K AKK 64K (SM) 48K X200 - 128K | V72 - 104K | X/T48C6 - 128K
learmed MAC addresses X40 - 128K [ (SM) 228K (SM)
when centralized MAC T20- 128K | V72-BK
source learning mode 1s T40 - 128K | (RM)
enahled Q32 -228BK | C32 - 104K
X72-228K | (SM)
(SM) C32 -8K
X72-32K |(RM)
(RM) [ge]
- — — —— " q
Notes:
SM = Switch Mode
RM = Rt;ﬂ'hjr Muode
| i
s
- v &L
page 24
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Canfiguring QoS Policy Applications

* Rule precedence is applied to all mirroring policies that are configured for the same switch ASIC. [f
traffic matches a mirror rule on one ASIC with a lower precedence than a non-mirroring rule on a
different ASIC, the waffic is mirrored in addition to the actions specified by the higher precedence rule

ICMP Policy Example

Policies can be configured for ICMP on a global basis on the switch. [CMP policies can be used for
security (for example, to drop traffic from the [CMP blaster virus).

[n the following example, a condition called iempCondition is created with no other condition
parameters:

-> policy conditicn icmpCondition ip-protocel 1
-> policy action icmpAction disposition deny
=> policy rule icmpRule condition icmpCondition action icmpAction

This policy (icmpRule) drops all ICMP traffic. To limit the dropped traffic to ICMP echo requests (pings)
and/or replies, use the policy condition icmptype to specify the appropriate condition. For example,

-> policy condition echo icmptype B
-> policy condition reply icmptype 0

802.1p and ToS/DSCP Marking and Mapping

802.1p values can be mapped to different 802.Ip values on an individual basis or by using a map group. In
addition, ToS or DSCP values can be mapped to 802.1p on a case-by-case basis or via a map group. (Note
that any other mapping combination is not supported.)

Marking is accomplished with the following commands:

policy action 802.1p
policy action tos
policy action dscp

Mapping is accomplished through the following commands:

policy map group
policy action map

Note the following:

¢ Priority for the flow is based on the policy action. The value specified for 802. Ip, ToS, DSCP, or the
map group determines how the flow is queued.

* The port on which the flow arrives (the ingress port) must be a trusted port. For more information
about trusted ports, se¢ “Configuring Trusted Ports™ on page 28-9,

[n this example, a policy rule {marking) is set up to mark flows from 10.10.3.0 with an 802.1p value of 5:
5 g P
=> policy condition my_condition source ip 10.10,3.0 mask 255.255.255.0
=> policy action my_acticn 802.1p 5

=> policy rule marking condition my condition action my_action

[n the next example, the policy map group command specifies a group of values that must be mapped,
the palicy action map command specifies what must be mapped (802. Ipto 802.1p, ToS/DSCP to 802.1p)

OS Release 8 Natwork Configuration Guide  April 2022
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Configuring Server Load 8alancing m Server Load Balancing Ovarvisw

i 13

Weighted Round Robin Distribution Algorithm

[n order to distribute traffic among operating servers, the SLB cluster must have a method of selecting a
server among a pool (cluster) of operating servers (“in service”™ mode) depending on some criteria. This
method is commonly called the SLB cluster distribution algorithm

The distribution algorithm on an OmniSwitch is weighted round robin, whers the SLB cluster distributes
traffic according to the relative “weight” a server has within an SLB cluster. n the figure below, for
example, Server A has been assigned by the network administrator a relative weight of 30, which is the
largest weight in the SLB cluster called “WorldWideWeb.” Server A handles twice as much traffic as
Server C (which has a weight of 15), three times the traffic of Server D (which has a weight of 10), and six
times the traffic of Server B (which has a weight of 5).

SLB CLuster “WorldWideWeb”
ViP: 128.241.130.204

i Server A Server B Server C Server D

[P: 128.241.130.107  [P: 128.24(.130.109 [P: 128.241.130.115  [P: 128.241.130.135
Loopback Address: Loophack Address: Loopback Address: Loopback Address:
128.241.130.204 128.241 130.204 128.241.130.204 128.241 130.204

Server A handles twice the traific of Server C,
three times the raffic of Server D, and six
tines the traffic of Server B.

Switch

Figure 26-2 : Weighted Round Robin Algarichm

Note. See “Modifying the Relative Weight of a Physical Server” on page 26-15 for infonmation on
modifying the relative weights of servers in an SLB cluster.

AOS Release 3 Matwork Configuration Guide  April 2022
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Configunng Server Load Balancing Canfiguring SLB Probes

Taking a Server Off Line
You can administratively disable a server in an SLB cluster and take it off line with the ip slb server ip
cluster command by entering ip slb server, the [P address of the server you want to disable in dotted
decimal format, cluster, the name of the SLB cluster to which the server belongs, and admin-state
disable.

For example, to administratively disable a server with an [P address of 10.105.16.123 that belongs to an
SLB cluster called “Web_Server”, you would enter:

=> ip slb server ip 10,105.16.123 cluster Web Server admin-state disable

Configuring SLB Probes

Server Load Balancing (SLB) probes allow you to check the health of logical clusters and physical
servers. Supported features include:

* Support for server health monitoring using Ethemet link state detection
* Support for server health monitoring using [Pv4 [CMP ping

* Support for server health monitoring using a Content Verification Probe

Creating SLB Probes

To create an SLB probe use the ip sIb probe command by entering the command followed by the user-
configured probe name and the probe type, which can be any one of the following listed in the table
below:

ip sib probe keywords

ftp http hittps
imap imaps nntp
ping pop pops
smip tep udp

For example, to create an HTTP SLB probe called “server_probel™, enter;
=> ip slb probe sarver probel http

You can configure up to 20 probes on a switch.

Deleting SLB Probes

To delete an SLB use the no form of the ip slb probe command by entzring no ip slb probe followed by
the probe name. For example, to delete an SLB probe called “server_probel™, enter:

-> no ip slb probe sarver_probel

OmniSwitch AOS Relaase 8 Netwark Configuration Guide  July 2020
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USB Flash Dnive Specifications
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USB Flash Drive Specifications

USB-Flash Drive Specifications

0OS6900-
2 0OS6900- | X/T48BC6/
= Os S 0OS6560 S6860 S6H60N S686 S99
9_ 6360 056465 S656 0568 OS6860 0s 5 056900 V72/C32 | X48C4E/ 059900
YO V48C8
1 USB Flash Drive Support | Alcatel-Lucent Enterprise Certified USB Flash Drive
f Automatic Soltware Supported N/S N/S N/S
)) Upgrade
_'Disma' Recovery Narescue.i | Nrescue.im | Nrescue.im | Urescue.im | Urescue.im | Urescue.im | Trescue.im Trescue.im | Trescue.im | Mrescue.i
— ! mg g file g file g file g g file g file g e mg file
file required | required required required file required | required required file required | file required | required
Notes:

from a PC.

® T'he format of the Alcatel-Lucent certified USB Flash Drive must be FAT32. To avoid fi

® Durectory names are case sensitive and must be lower case.

le corruption issues, the USB Drive should be stopped before removing

CLI Specifications

OS6360 056465 OS6560 0S6860 OS68B60N [OS6865

0S6900

056900-
V72/C32

056900
X/T48C6/
X48C4E/
V4BCS

089900

Conliguration Methods

* Online configuration via real-time sessions using CLI commands.
®  Olhine conhiguranon using text file containing CLI commands.

Command Capture
Feature

Snapshot feature captures switch configurations in a text file.

User Service Feartures

Command Line Editing
Command Pretix Recognition
CLI Prompt Option
Command Help

Keyword Completion
Command Abbreviation
Command History

Command Logging

Syntax Error Display

More Command

L B B B BN BN BN N ]
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Huawei CloudEngine S5735-L-V2 Series
Switches Brochure

awei CloudEngine S5735-1-V2 series are simplified gigabit Ethernet switches that provide
8/10/16/24/43 x GE downlink ports, 4 x GE or 10GE uplink ports and 2 x 12GE dedicated
stack ports

Product Overview

CloudEngine S5735-L-V2 series swilches are ideal for scenarios such as enterprise campus network access and gigabit to the
desktop. ~iilt on next-generation, high-performance hardware and software platform, CloudEngine S5735-L-V2 switches stand
out with cumpelling features such as intelligent stack (iStack), flexible Ethemaet networking, and diversified security control, They
support multiple Layer 3 routing protocols and provide high performance and service processing capabilities.

Models and Appearances

The following models are available in the CloudEngine S5735-L-V2 series

Madels ard appearances of the CloudEngine $5735-L-\V2 series

| . 10/ 10 e-T ports, 4 x GE SFP port
r_@ — 8 x 10/100/1000Base-T parls, 4 x GE SFP ports

| * AC power supply

O
o |
=
(=%
m
-
o,
=
@ |
N |
o
-
[
Lo T
-
w
—
L
w
§ =3
'
£
r

* Forwarding performance: 18 Mpps

* Swilching capacity’ 24 Gbps/520 Gbps*

SEREITITUET * 8x10/100/1000Base-T ports, 4 x GE SFP ports

| | ewesi LK &N

| ® AC power supply

| CloudEngine S§5735-L8P45-A-\2
: ®* PoE+

* Forwarding perfarmance: 13 Mpps

¢ Swilching capacity: 24 Gbps/520 Gbps* j

—— e e e e IOCE. RIS

e * 8x10/100/1000Base-T ports, 4 x 10GE SFP+ ports
l.uax sswe ¥

* AC power supply A"'th B )
CloudEngine S5735-LBT4X-QA-V2 E s S8
* Farwarding performance: 72 Mpps \
e G
* Switching capacity: 96 Gbps/520Gbps* £ L'f" i.g'i [y |
- * 8x10/100/1000Base-T pors, 4 x 10GE SFP+ poris Fo ol

' S T ¢ AC power supply
CloudEhgifg S573548P4X-QA-V2 . PRY
l

& PgoE+

* Forwarding performance. 72 Mpps

|
* Swilching capacity' 96 Gbps/520 Gbps* | |




* 10 x10/100/1000Base-T ports, 4 x 10 GE SFP+ ports
* AC power supply

* Forwarding performance: 75 Mpps
| * Swilching capacity: 100 Gbps/520 Gbps*

* B8x10/100/10008ase-T ports(PoE+), 2 x 10/100/1000Base-T ports, 4 x 10 GE
SFP+ ports ‘

® AC power supply

\ -
JEEES Vilisemasd

i
CloudEngine S5735-L8P2T4X-A-V2 |

* Forwarding performance: 75 Mpps

! | '» Switching capacity: 100 Gbps/520 Gbps* 1

,| - * 10x10/100/10008ase-T porls, 4 x 10 GE SFP+ ports |
| [ mm _ .
|

AC power supply {
CloudEngine S5735-L10T4X-TA-

i
Ve ¢ Farwarding performance: 75 Mpps
¢ Switching capacity: 100 Gbps/520 Gbps*
i |
* 8x10/100/1000Base-T poris(PoE+), 2 x 10/100/10008ase-T ports, 4 x 10 GE
= uEEEsEsZ 1 SFP+ porls ports(PoE+) |
_f CloudEngine S5735-L8P2T4X-TA- |
Vore | * AC power supply
* Forwarding performance: 75 Mpps
| ®* Swilching capacity: 100 Gbps/520 Gbps*

® 16 x 10/100/1000Base-T ports, 4 x GE SFP ports
AC power supply

® Forwarding performance: 30 Mpps

¢ Switching capacity: 40 Gbps/520 Gbps*

0 =
* 16 x 10/100/1000Base-T ports, 4 x 10GE SFP+ ports

| CloudEngine $5735-L16Tax-QA-v2 | * AC power supply
| ® Forwarding performance: 84 Mpps

| ® Switching capacity: 112 Gbps/520 Gbps*

CloudEngine S5735-L16T4S-A-\V2

L .

® 24 x10/100/1000Base-T ports, 4 x GE SFP ports
| & AC power supply

e e =
i CloudEngine S5735-L.24T4S-A-V2

* Swilching capacity: 56 Gbps/520 Gbps*

i‘ * Forwarding performance: 42 Mpps
1
)

® 24 x10/100/1000Base-T ports, 4 x GE SFP ports
E ISHUSIESE  wsww @]  * AC powersupply |
| CloudEngine S5735-L24P4S-A-V2 | * PoE+ 3

| v

| * Forwarding performance: 42 Mpps
* Switching capacity: 56 Gbps/520 Gbps* M"'b-r-ﬁ

| bor
| S
J (—' * 24 x10/100/100CBase-T ports, 4 x 10 GE SFP+ poris M

| :ﬁaam!ﬁl

l

® AC power supply
CloudEngine S5735-L24T4X-QA-V2 i
|
]

* Forwarding performance: 96 Mpps
® Switching capacity’ 128 Gbps/520 Gbps*

¢ 24 x10/100/100CBase-T ports, 4 x 10 GE SFP+ ports, 2 stack ports
* AC power supply
Forwarding performance: 132 Mpps




PPt i

Bttt

CloudEngine S5735-L24T4XE-D-V2

(=]

[:::mmm i‘ﬁ’iﬁidl] .

| CloudEngine S5735-L24P4XE-A-V2 | *

E.

SewewE o ¥

| CloudEngine S5735-L24P4XE-TA- | *
24 i

| ——— ————
R ]
1

ot

| .
| CloudEngine S5735-L48T4S-A-V2 |
-
[ ]
‘-",.1-._';:-'1. SN _j._;,:‘. -_'-.;-:1_:‘:__5'! . .
CloudEngine S5735-L48LP43-A-V2 "
L]
L]
L ]
CEESiE Toe e Sesas N 2 |
BLEAALL A LCECANEIALN 1P J
S - .
CloudEngine S5735-L48T4XE-A-V2 =
L ]
L ]

e m-g-

A OO C O KXY L 0 -_:_J °
| CloudEngine S5735-L48T4XE-TA- "
! VIE--

.

L]

| e co e <
| CloudEngine $5735-L48T4XE-D-V2 | |
L ]

L]

] It .

CloudEpging-S5735 43P4XE-A-V2 ¢
¢ .
L ]

Swilching capacity: 224 Gbps/520 Gbps*

2 e
H

-

:-.'-a.--el-.'ml.-‘-. 4
Switching capacity: 176 Gbps/520 Gbps®

< el
24 x 10/100/1000Base-T ports, 4 x 10GE SFP+ paris, 2 x 12GE stack porls
OC power supply
Forwarding performance: 132 Mpps

Swatching capacity: 176 Gbps/520 Gbps*

24 x 10/100/1000Base-T ports, 4 x 10GE SFP+ ports, 2 x 12GE stack ports

AC power supply

PoE+ E .
Forwarding performance: 132 Mpps IE]

Switching capacity: 178 Gbps/520 Gbps*

24 x 10/100/1000Base-T ports, 4 x 10GE SFP+ parts, 2 x12GE stack poris
AC power supply
PoE+

Forwarding performance: 132 Mpps

Switching capacity: 176 Gbps/520 Gbps*

48 x 10/100/100GCBase-T poris, 4 x GE SFP ports
AC power supply

Forwarding performance; 78 Mpps

Switching capacity: 104 Gbps/520 Gbps*

48 x 10/100/1000Base-T ports, 4 x GE SFP ports
AC power supply

PoE+

Forwarding performance’ 78 Mpps

Switching capacity: 104 Gbps/520 Gbps*

, 2 x12GE stack ports

=] c

43 x 10/100/1000Base-T ports, 4 x 10 GE SFP+ poris
AC power supply
Forwarding performance’ 168 Mpps

Swilching capacity: 224 Gbps/520 Gbps®

43 x 10/100/1000Base-T ports, 4 x 10 GE SFP+ poris, 2 x12GE stack ports
AC power supply

Forwarding performance. 168 Mpps

48 x 10/100/10C0Base-T ports, 4 x 10 GE SFP+ ports, 2 x12GE stack ports
DC power supply
Forwarding performance: 168 Mpps

Switching capacity: 224 Gbps/520 Gbps* ,/ .

»
—— Feal 8

a0 = aF ISRIR
43 x 10/100/10C0Base-T perts, 4 x 10 GE SFP+ ports, 2 x 12GE stack portsfiiy"

AC pawer supply o |
b
.. 20U
B v
Forwarding performance: 163 Mpps Vs ‘-_" |

Switching capacity’ 224 Gbps/520 Gbps*

4

-
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t_ witch Functions

Layer 2 functions, IPv4, IPv6 and others
] Nole: For details, sea the Service Features

Wl 4

. Campus:

Basic automation: Plug-and-play

| * Basic monitoring: Applicatian visualization
| »
and discovery

* User access authentication

Basic network automation based on the IMaster NCE- | x

NE management: Image and topology management

Campusinsight basic functions

Advanced network automation and intelligent O&M:

|
e
|

Product Specifications

l Fixed port

CloudEngine

S5735-L8T4S-A-V2 | S5735-LEP4S-A-V2
: vz

| 8x

{ 10/100/1000BASE-T
| ports, 4 x GE SFP

| ports

CloudEngine

8 x 10/100/1000Base-
T ports(PaE+), 4 x GE
SFP ports

CloudEngine
S5735-LETAX-QA-

8 x 10/100/1000Base-T
ports, 4 x 10GE SFpP+
ports

- CloudEngine S5735-
LBP4X-0QA-V2

8 x 10/100/1000Base-T
poris, 4 x 10GE SFP+
ports

F Dimensions (H x W

i 43.6 mm x 250 mm x

43.6 mm x 320 mm x

43.6 mm x 250 mm x

| 43.8 mm x 320 mm x

g

| AC, 50/60 Hz

| AC, 50/80 Hz

50/60 Hz

| 50/60 Hz

| x D) | 180 mm 210 mm | 180 mm 210 mm
| Chassisheight | 1U | 1u l1u | 1u
| Chassis weight ! 2.22 kg 3.05kg | 369kg 541kg
(including :
packaging) ] | j
Power supply type ’ Built-in AC power | Buill-in AC power | Built-in AC power | Built-in AC power
|
Rated input voltage | 100 V AC to 240 V 100 VAC to 240 V ’ 100 V AC to 240 VAC, | 100 V AC to 240 V AC,
i

i Input voltage range

! * AC input: 90V AC
to 280 V AC, 45
Hz to 85 Hz

| .
Maximum power
| consumption

=
|
|

L 24.02W

| / / tlemperature
(sound power)
44.5dB (A)

Uncer high

~——

; | & Under normal

® ACinput: 30V AC
10290 VAC, 45 Hz

AC input: 80 V AC
10 290 V AC, 45 Hz

AC input: 30 VAC to
[ 290VAC,45Hzlo |

consumption of

to 85 Hz to 65 Hz 85 Hz i
¢ 2759W (without | 13.92W o 22.2W (without PD)
PD)
* 17315 W (with
PD, PD power

125 W)
e

i Under normal
temperaturs

| (sound power):

474B (A)

1% Underhigh

fanless, ncise-free




T —————_— s g el

temperature

| temperature

Long-term operating
temperature

Storage
temperature

| |
' (sound power). ! (sound power): !
53dB (A) 57.3dB (A) ' |
* Under normal | * Under normal ‘ i
temperature . temperature | .:
(sound pressure) (sound pressure) |
32.5dB (A) 35dB (A) _ .
I b b cea=
* 0-1800 maltitude: | * 0-1800 m altitude: Lo 0-1300 m altitude: - | * (0-1800 m altitude: -
-5°C to +50°C -5°C to +50°C 5°C to +45°C 5°C to +45°C
| ¢ 1800-5000 m ¢ 1800-5000 m ¢ 1800-5000 m ¢ 1300-5000 m
i allitude: The altitude: The altitude: The - altitude: The
| operaling operating operating | operating
| temperalure | temperature temperature ' temperaiure reduces
reducesby 1°C |  reduces by 1°C reduces by 1°C by 1°C every time the
every time the ' every time the every time the allitude Increases by
altitude Increases ‘ altitude increases altitude increases 220 m.
. by 220 m. | by 220 m. by 220 m.
- B e o 1
40°C to +70°C 1 | 40°C 10 +70°C | 40°Cto +70°C |

Relative humidity

| 5% to 95% {non-
I condensing)

| -40°C 10 +70°C
|

| 5% ta 95% (non-
condensing)

5% t0 95% (non-
| condensing)

5% 10 95% (non-
| condensing)

i Surge protection
| specification
| (service port)

| £7 kV in common

: mode

! +7 k\/ in common
mode

| £7 kV in comman
| mode

|
| £7 kV in common mode

|
| Surge protaction

specification (power |

| port)
|
N L

|
{ Heat dlssmauon

[ One Kensington lock slot, can be used to lack the device to maounting bracket

' Physical security

* Differential mede:

]
e Differential mode:

| ' Differential mode: +

Differential mode: + 6 |

6 kY | + B kV 6 kV kW
I : |
* Commonmeode:t |® Commonmecde t+ ® Commonmode +5 ¢ Common mode: t6 |
B kY | Bkv kv kv
: . — — o . -
| Air-cooled heat | Air-cooled heat ' Natural heat Natural heat dissipation
| dissipation and | dissipation and | dissipation
intelligent speed | Intelligent speed !
adjustment | adjustment |

T ports , 4 x 10GE
| SFP+ ports

e T

55?35-L8P214X-A—

V2

"'CloudEnging "5
ssnmpz'nx:m
V2 *

8 x 10/100/10008ase-T

poris(PoE+), 2 x

10/100/1000Base-T

ports, 4 x 10 GE SFP+
| ports

_P'

435mmx32"mm e
210 mm

55735.,_15145-A-v: S5735-L16T4X-QA-..

] 16 x 10/100/1000Basea-
| T poris, 4 x GE 5FP
| ports

{ 436 mm x 442 mm x
| 220 mm

CloudEugina

V2

T ports, 4 x 1
SFP+ ports




e

S5735-L10TAX-TA-
V2. G

.Cl.ouéngine
S5735-L8P2T4X-TA-

b~ L

S5735-L16T4S-A-V2

SS735-L16TAX-QA-
v _

[ 4y |

| Chassis heigh!
| Chassis weight | 3.68kg
| (including
| packaging)
Power supply type

|
| Built-in AC power !

| Rated valtage
| range

Buill-in AC power |

| 100V AC to 240 V AC, [

| 50/60 Hz J

hNE L

1y

5.4kg

——

Buill-in AC power

Built-in AC power

Maximum voltage
range

* ACinput: 90V AC
to 290 V AC, 45 Hz |
to 65 Hz

: Maximum power
| consumption

| ]
' |

| 21.05W

Long-term
' operaling
| temperature

|
|

Storage
temperaturs

Relative humidity

Surge prote

Surge protection

scecification
’, -

l‘l * Under normal |
| temperatura (sound |
power): 44 548 (A)

* Under high
| lemperature (scund
power): 53d8 (A)

¢  Under normal
temperature (sound
pressure): 32.5d8
(A)

[}
|
|
|

e Under normal

temperature (sound
power). 47dB (A)

| % Under high .

temperatura (sound |
power): 57.3dB (A)
*  Under normal .

temperature (sound
pressure). 35dB (A)

| ® Under normal

temperature (sound
power): 47d8 (A)
Under high
temperature (sound
power): 51dB (A)
Under normal
temperature (sound
prassure): 35dB (A)

100 VAC to 240 V AC, [ 100 VAC 1o 240V AC, | 100V AC to 240 V AC,
50/60 Hz | 50/80 Hz 50/60 Hz .
| * ACinput 90 VAC * ACinput: 90V AC | ®* ACinpul: 30 VAC
10290 V AC, 45 Hz to250VAC,45Hz | 10290 VAC, 45Hz .i
lo 85 Hz to 65 Hz |  lo65Hz
|+ 252W (without PD) | 30.4W ’ 26.4W 1
e 1542W(withPD | | |
FD power | i
cansumption of 125 II .
W) .'

fanless, noise-free

| ® 0-1800 m altitude: -
5°C to +50°C

* 1800-5000 m
| altitude: The
operating
temperatura
reduces by 1°C
every time the
altitude incr=ases
by 220 m. |

-40°C to +70°C

5% 1095% {non-
' condensing)

.27 kV in common

l“moue

v .. SRR

< Differential mode +

6 kV

P

* (0-1800 m altitude: - ’ .
5°C lo +50°C '

¢ 1800-5C00m .
altitude: The
operating
temperature
reduces by 1°C
every lime the
altitude increases
by 220 m.

-40°C to +70°C

5% to 95% (non-
condensing)

!
>

* Differential mode + | o

-

| ~40°C to +70°C

i 5% to 95% (non-
| candensing)

0-1800 m altitude: -
5°C lo +50°C
1800-5000 m
altitude: The
operating
lemperature
raduces by 1°C
every time the
altitude increases by
220 m,

e PR

27 kVin comm1n mode | +7 KV In common mode | £7 kY In common

0-1300 m altitude -
5°C to +45°C

¢ 1800-5000 m
altitude: The
operating
temperature
reduces by 1°C
every time the
altitude increases
by 220 m,

-40°C to +70°C

P o3 -~

Cifferantial mode ¢ ® Dil‘fereuiialﬁmcc\e :[}" ™
B8 kV 6 kV ' i Y




(power parf) |

" S5735-L10TAX-A '_
V2

V2
CloudEngine CIouclEngim :

85735-L10141~TA- 85735-L8P21 4X-TA-

V2 va

. Ccmmon mode: £6 | ®

Common mode' t6 | * Commonmode: +6 | ¢ Commonmode: +6 |

Heat dissipation

—
Physical security

kV { kv | kv . k\V
i T 1
Air-cooled heat ! Air-cooled heat I Air-cooled heat Natural heat dissipation I
dissipation and dissipation and | dissipation and ] |
intelligent speed intelligent speed | intelligent speed | |
adjustment adjustment | adjustment . '
' ' I

One Kensington lock slot, can be used to lack the device to mounting brackat

! Fixed port %

|
{
|
I

" CloudEngine |

A i:laljdE}ig:ne : ' ClaudEngine
55735-L24T4S~A—V2 S5735-L24P45-A-\"2 S5735-L24TAXE-A-

v2

CloudEngrne
i S5TI5-L24T4X-QA-
V2

24 x 10/100/10008 25e-
T ports, 4 x GE SF#

24 x 10/100/1000Base-
T ports (PoE+), 4 x GE

| 24 x 101100/1000Base- |
Tports, 4 x 10 GE |

24 x 10/100/1000Base-
T ports, 4 x 10 GE

i Dimensions (H x ||
Wx D) !

e S .

! Chassis height

| Chassis weight
' (including
| packaging)

ports | SFP ports SFP+ ports | SFP+ ports, 2 stack ‘
|’ | ports
4 ! ———
43.6 mm x 442 mm x |436mmx442mmx 43.6 mm x 442 mm x | 43.6 mm x 442 mm x
220 mm 220 mm | 220 mm 220 mm
l1u } 1U 11U l1u
| 5.87 kg | 8.76 kg | 6.03kg 5.85kg
|

Power supply type

a...u in AC pawer | Built-in AC power | Built-in AC power Bum :n AC power

Rated voltage
range

50/60 Hz

AC input: 100 V AC 1o
| 240 V AC, 50/60 Hz

100 VAC to 240 V AC,
| 50/60 Hz

100V AC to 240 V AC, 100 VAC to 240 V AC,

| 50/60 Hz

i Maximum valtage
‘ range

| Maximum power
| consumption
|

——— e 4

NG{SE

e

| o

2 _.Under normal Under normal .
?’e(hperature {sound temperature (sound
pressure) 3548 (A) ! pressure) 37.34B

/g st

ACinput: 80 VAC |
10 290 V AC, 45 Hz |

ACinput: 30 VAC | ®
o280V AC, 45Hz |

AC input: 90 V AC
10 290 V AC, 45 Hz

AC input: 80 V AC
to 264 VAC, 47 Hz |

to 85 Hz to 65 Hz . 1085Hz to 83 Hz j
| 334w * 436W (without PD) | 38 4w | 35.4W |
* 488.6W(with PO.PD |
Power consumption | [
of 400W1 ' |
Under narmal ¢ Under normal | fanless, noise-free *  Under normal i
temperalure (sound lemperature (sound ; | temperatura (soug
power): 47dB (A) power): 43 3dB (A) | | power): 474
*®  Under high ® Under high I * Under high
lemperature (sound ! temperature (sound | 2
power): 51dB (A) pawer): 83dB (A) |

(&)

0-1800 m altitude -

0-1501.. m altitude - [ ¢ 0-1800 m alltude: -



operating

*'CloudEngine " -

MMW MA-V! 85?35-124741—0’:-

5'C to +50°C

5°C to +50°C

5"C lo +45°C

o

'+ CloudEngine .

© SSTISL24T4XE-A-

| | 5°Ctlo +50°C
| |
[ VeRtpeTalire *  1800-5000 m | * 1800-5000 m | * 1800-5000 m |+ 1800-5000 m
; altitude: The | altitude: The altitude: The | altitude’ The
} operating | operating operating | operating
' temperature ' temperature temperatura | temperature
‘ reduces by 1°C | reduces by 1°C reduces by 1°C reduces by 1°C
i every lime the | everytime the every time the every time the
| altitude increases 4 allitude increases altitude increases by altitude Increases
! _ by 220 m. | by 220 m. 220 m. by 220 m.
i
| | Storage -40°C to +70°C I -40°C to +70°C -40°C to +70°C -40°C to #70°C |
' | temperalure ! i f
' { Relative humidity | 5%-95%(nen- 5%-95%(nan- 5% to 95% (non- 5% to 95% (non-
' I | condensing) condensing) condensing) condensing)
S - ==
| Surge protection +7 kVin common mode | +7 kV in common mode | +7 kV in common mode | £7 kV in common
! specification ' | mode
(service port) |
Surge protection * Differential mode: £ | * Differential mode: ¢ E * Differential mode: i ¢ Differenlial mode: + 1
specification 8 kV | BkV | 6kv | BkV |
(power port) * Commonmode +6 ¢ Common mode: + 6 |I * Commonmede 6 | ® Common mode: 46 |
KV i kv | kv kv '
; Heat dissipation Air-cooled heat | Air-cocled heat i Matural heat dissipation | Air-cooled heat |
[ dissipation and | dissipation and dissipation and |
| | intelligent speed intelligent speed f intelligent speed .
i | adjustment adjustment adjustment |

. Fixed port

Physical security | One Kensington lock s[ot can be used o lock the device to mounting bracket

55735- LMT&XE—EL
w -

|f 24 x 10/100/1000Base-
i T ports, 4 x GE SFP
i ports, 2 stack ports

i(‘.‘Icdengmm 4
* SS735-L24P4XE-A-
lgf‘)

‘ 24 x 10/100/1000Base-
| Tports (PoE+), 4 x 10
' GE SFP+ ports, 2 stack
I parts

Cimensions (H x
| WxD)

: 436 mm x 442 mm x
220 mm

i
| Chassis height

|
| Chassis weighl

1U

5?4kg

| (includi
| packagi ) —
Power itﬁyill -in DC power
Rated uana;e i /43v DC~-80v DC
ippdones. NS o

!
|
|

CloudEngme 35?35— CbudEugme
T LAST4S-AVZ -

48 x 10/100/1000Base-T | 48 x

ports, 4 x GE SFP ports

+1S5735-L4SEPES-
V2

| 10/100/1000Base-T
: ports(PoE+), 4 x GE
| SFP ports

436 mm x 442 mm x

| 438 mmx 442 mm x

Bum -in AC power

100V AC to 240 V AT,
i 50/80 Hz

S—— [ — ———

220 mm 220 mm
f1U [1U
| 6.81kg | 839 kg

Built-in AC power

L
|

100V AC lo 240V AC,
50!60 Hz

| AC, 50/5d Hz

435mmx44"mmx

i Built-in AC

| 100V AC oz




! Maximum vollage
range

|

|

357354.241’{! E-D-

EIRRS

Ci:udEngmo |
S5735-L24P4XE-A.
v2

CloudEngine
S5735-L24P4XE-TA-

|’ ¢ ACinput: 90 V AC
‘ to 290V AC, 45 Hz
|
|

¢ ACinput: 90 VAC to
290V AC, 45Hzto

* AC input: 90 VAC |

10290V AC, 45

| o 85 Hz 65 Hz Hz 1o 65 Hz |

Maximum power | 354w [ * 5486W (withoul PD) l 43w ! *  52.48W (without —‘
Cansumption i‘ * 4936W(with POPD | | o

| | Power consumption | | ® 474, 7W(with |

- | of :400W) 7] | | PDPDPower |

' consumption |

| [ J of :380W) |

| 0k — ) |

| Noise | * Under normal | * Under nomal . Under nomal * Under normal .

i | temperature (sound ] temperature (sound | temperature (sound temperature I

| power) 47dB (A) |  power) 493dB(A) |  power) 46.6dB (A) (sound power): |

| | Underhigh | * Under high | ® Under high | 49.3dB(A)

| ' lemperatura (sound | temperature (sound | temperature (sound | * Under high |

. | power) 51dB (A) power): 83d8 (A) ! power): 54 34B (A) temperature -

! | ¢ Under normal | * Under normal | * Under normal (sound power)

| temperatura (sound temperature (sound | temperature (sound 8348 (A) ‘

’ pressura): 35d8 (A) pressure) 37.3dB pressure): 34 6dE | ® Under normal l

! (Y T | temperature |

l | i | (sound prassurs):

! { 37.38 (A) |
Long-lerm I . 04300 m altitude: - l ® 0-1800 mallitude: - | * (0-1800 m alutude: - * 0-1800 m altitude:
operaling | 5°Cto+50°C 5°C to +50°C 5°C to +50°C -5°C to +50°C

| |
temperature | 1800-5000 m | ® 1800-5000 m | * 1800-5000 m * 1800-5000 m
allitude: The altitude: The altitude: The altitude: The
operating operating operating H operaling !

i temperature temperature lemperaturs raduces | lemperature

f reduces by 1°C reduces by 1°C | byi°Ceverytme | reducesbyi°C |

' | everytime the every lime the the altitude increases | every time the

altilude incrzases altitude increases by 220 m altitude increases
by 220 m. i by 220 m by 220 m.

| Storage 40°C 10 +70°C | -40°C to +70°C | 40°C to +70°C -40°C 10 +70°C

1 remperarure i | |

I-_._._.___ — — " e ——

! 5% to 95% (non-
condensmgj

| Relative humld ty | 5% ta 85% (non-
i | condensing)

| 5% to 95% {non-
| condensing)

e B L

5% to 85% (non-
condensing)

' Surge protection | +7 kV in common mode | 7 kV in common made | £7 kV in common mode
| g

| specification ! |

| (service port)

+4 kV in common
| mode

— %

| Surge protecticn .

Differential mode + | ® Differential mode + | o Differential mode: + | ® Differenti
specification 2kV | 6 kV | 8 kV t 6 kV
\ |
(Power port) * Commonmode t+4 ' Commonmeode +6 | ® Commonmode 6 ® Common
kY k'Y K\ 6 m;V

W™y, ) B .
A;r‘-‘&gpied heat Air-coolad heat Air-cooled heat

Air-cooled h
o dis:i"‘cmon and dissipation and dissipation and dissipation gnd
i ‘i'v" . Inte gert speed intelligent speed Intelligent speed intelligent
Nan - ad]Us.lment adjustment adjustment ad|uslmen

o ia— —_— S— e — =



loudEngine
S5735-L24P4AXE-TA-
va

Physical sacurity ' One Kensington lock slot, can be used to lock the device ta mounting bracket

i CloudEngine CloudEngine S5735- CloudEngine CloudEngine
' SS735-LASTAXE-A-  LASTAXE-D-V2 S5735-L48P4XE-A-  S5735-L4BLP4XE-
V2 V2 AV2
| CloudEngine
1 S5TI5-LASTAXE-
L TANVZ o

l' Fixed port l 48 x | 48 x 10/100/10008ase-T | 48 x ' 48 x 10/100/1000Base- |

: i 10/100/1000Base-T ports, 4 x 10 GE SFP+ | 10/100/1000Base-T T ports, 4 x 10GE SFP |
' | ports, 4 x 10 GE SFP+ | ports, 2 stack ports | poris(PoE+), 4 x 10GE | ports, 2 stack ports l
, ports, 2 stack ports | | SFP ports, 2 stack |
' i - | ports g'
Dlmers.ons HxW | 43.8mmx442mmx | 43.6 mm x 442 mm x | 438mmx442mmx | 438 mm x 442 mm x
x D) 220 mm [ 220 mm | 420 mm [ 220 mm
| Chassis height U l1u l1u | 1u
—— —1 —— - —- oy
i Chassis weight | B.44 kg | 644 kg 13.73 kg | 7.5T kg
' (including . '
packaging)
Power supply type  Built-in AC power | Built-in DC power | 1000W AC | Built-in AC power
; _ pluggable) '
| Rated voitage 100VACt0240V | 48V DC~-80V DC | 100V AC to 240 V 100 VAClo 240V AC, |
range AL.. SGJF‘G Hz | AC, 50/60 Hz 50/60 Hz |
e e e —— e — S . .
Maximum voltage * AC input: 80 V AC 33 4V Dt, ~-72V DC * ACinput: 30VAC | e ACinput 90V AC
| range 10 230 V AC, 45 Hz to 290 VAC, 45 Hz ' to 290 VAC, 45 Hz
lo 65 Hz ! to 65 Hz to 65 Hz '
| Maximum power | 50w 43 W | ® B4W(Without PD) | ® 55.48W (without
| consumption Lo 1018Wwith | PD)
| I PD,PD Power *  477.7W(with
; ' consumption |  PD,PD Power
. of :846W) i consumption
] ' | of :380W)
! Noise *  Under normal & Under normal ¢ Under normal *  Under normal
temperature temperature (sound lemperaturs lemperatura (soy .
(sound power) power) 48 6dB (A) (sound power): power): 493" ™
\ | sELTs
46.648 (A) * Under high 49.3¢8 (A) | ® Under high ESRFSH
¢ Under high temperature (sound * Under high temperature kﬁ 'i.’f
temperature power): 54 3dB (A) temperature ' power): 63d@A) |
(sound power): ¢ Under normal (sound power) ¢ Under no !
Ny 543dB(A) temperature (sound 538 () temperature %
I» Under normal pressurs) 346d8 (A) ® Under normal pressure)
temperature lemperaturs (A)
{sound pressurs) (Sound pressure)

34 608 (A) 37.3dB (A)




V2 AN2

* (0-1800 m allitude: * (0-1800 m altitude: - ® (-1800 m altitude: | ® 0-1800 m allitude: -

| Long-term I
| operating | -5°Clo+50°C | 5°C o +50°C 1 -5°C lo +50°C | 5°C to +50°C
| temperature | * 1800-5000 m | ¢ 1800-5000 m | * 1800-5000 m | ¢ 1800-5000 m
! altitude: The allitude: The altitude: The : altitude: The ,
operating operating operating | aperaling
temperature lemperature reduces temperature | temperature
reduces by 1°C I by 1°C every time the ! reduces by 1°C | reduces by 1°C
every time the | allitudeincreasesby | every time the every time the
. altitude increases 220m. ! altitude increases | altitude increases
i by 220 m. : ' by 220 m , by 220 m. ;
| Storage | -40°C to +70°C | -40°Cto +70°C I -40°C to +70°C ; -40°C ta +70°C '
| temperature i 5 |
' Relative humudnly 5% 10 95% (ncn- | 5% 1o 95% (non 5% to 85% (non- | 5% to 95% (non-
condensmg) | condensing) | condensing) | condensing)
Surge protection | £7 kV in comman | +7 kVin common mode | 16 kV in common | 6 kV in common |
specification | mode ! mode | mode '
| (service port) i | '
! Surge prolection | * Differential made : ¢ Differantial mode +2 | ® Differential mode: | ® Differential mods: +
.. specification | t6kV [ kv £ 6 kV | 6kV
I (power port) * Commonmode: 25 ® Common mode: +4 ¢ Common mode: £5 | * Common made: 6 |
' kV kV kV . (3%
Heat dissipation Air-cooled heat Air-cooled heat Alr-cooled heat Air-cooled heat !
dissipation and dissipation and intelligent | dissipation and | dissipation and 5
intelligent spead " | speed adjustment intelligent spead | intelligent speed I
adjustment f { adjustment | adjustment :

Physzcal sec L.nly One Kensmgton lock siot, can be Lsed to lock the device to mounting brack°t

Service Features

. MAC address | MAC address learning and aging

| table e = - =g

_.' | 32,896 MAC entries (MAX) | _1
| e e — —— ———— -— —“i‘ —_— 1I
i Stahc dynamic, and btackhole MAC addrzass entr es l |

| Packet filtering based on source MAC addrasses

| lrterface based MAC 1earn|ng limiting

VLAN fastyras 54094VLAN5

r Vﬁlce VLAN

Bal

A MUX VLAN

VLAN as:rgr\mert ba:.ed on MAC c4r° 552 p ,Locma IP subnets, policies, and m:erfaces. :'; . "‘
= AT e - i SRS e Seeam T ¢ L,




——

| VLAN Slacklng

Smart Link tree tapology and Sman Lmk multi-instance, prawcmg m:lhsecond level protection swn!cnover

ERPS (G.8032)

STF (IEEE BO2. Td] RSTF‘ (fEEE 802 1w} and MSTP (1E=E 802, TSJ

BF'DU protection, rool protection, and loop protection

| BPDU tunnel

| PIM DM, PIM SM, PIM SSM

| IGMPV1A2/3 and IGMPYI /213 snooping

Multicast load talancing among member ports of a 1runk

Inlerface based multicast traffic statistics

i Static route, RIP, RIPng, OSPF, OSPFv3

|
|
Up to 4096 FiBv4 entries (MAX) !

.- Up to 1024 FIBv6 entries (MAX)

i} Up to 1024 ND entries (MAX) |

| Path MTU (PMTU)

IPv6 ping. IPv6 tracert, and IPv6 Tainet
LACP

]
!

| VRRP

| BFD '

02 53733 LND Saraes R urtmas Bineepe

i- Rate limiting on packets sent and received by an interface

il =

|' Packet redirection

lnterface—based traffic policing and two-rate and three-color CAR

Enght queues on each interface

! CRR. SP, and DRR+SP queve scheduling algorithms !

f Re-marking of the 802.1p priority and DSCP priority

Packel filtering at Layer 2 to Layer 4, filtering out invalid frarnes based on the source MAC address,
cleslinanon MAC address, source IP address, destination |P address, TCP/UDP port number, protocal
type, and VLAN ID

Rale !lmltiﬂg in 2ach queue and traffic shaping on intarfaces !

Huerarchlcaf user management and password pr:}techon

Da8 attack defense, ARP attack defense, and ICMP attack defense

Bmdmg of lhe IP address, MAC address interface numter, and VLAN ID

Portisolation, port security, and sticky MAC

Blackhole MAC address entries

Limit an the number of Iearned MAC addfess=-s




IEEE SC’ 1: a.nr'emlcarrcn and lirmit an the nurrber of users on an mtnr‘ace

AAA authentication RAJIL': aun*em cat.an |-1WTA\,ACS ax.lhenncanon and NAL,

SSH V2 0

Hypeﬂert Trarsfer Prctarcl Securﬂ- {H"’TPS,

{ CPU delense

| Blacklist and whitalist

| DHCP client, DHCP relay, DHCP 5en.rer DHCP snaoping .

. [ DHCPVS client, DHCPvE 6 relay !
L _T R

' Management and | iStack 5
| maintenance . i o T g

| | Cloud management based on Natconf/Yang

' Virtual Cable Test (VCT)

| Remote cenfiguration and mamtenance using Telnet

SNMPVIAZ/]

| RMON

e5ight and web-based NMS

HTTPS

| LLDP#LLDP-MED

| Sys!em logs and multi-ievel alarms

802 Jaz EEE

|r'tef30"3ullhy Suppar‘s VBST (Corﬂpauble wltr- PVST/PVST+RPVST)

Networking and Applications

Large-Scale Entarprise Campus Network

CloudEngine §5735-L-V2 seres swilches can he deploy=ad at the access layer of a campus network to build a high-performance
and highly reliable enterprise natwork,




33700 Sarias Ethernet Swit
Hardware Descrpticn

4 Chaszs

Item

Cetails

Model

$5735-L24P4X-A1

First supparted version

V200R020C10

Other part numbers

88011318-001: S5735-L24P4X-A1
(24*10/100/1000BASE-T ports, 4*10GE
SFP+ ports, PoE+, AC power,

Orly for India and Pakistan)

Remarks

Some models cannot be downgraded
due to component upgrade. Therefore,
you are advised to run the display
system-saftware infarmation
command (supported in V200R021C00
and later versions) to check the
software versions supperted by the
device befora performing a
downgrade.

Components
Figure 4-625 55735-L24P4X-A1 appearance
1 2 34 5
p— e B
! {74l
SEESIEE swma
Ttk : "‘_"""T!"" -F‘_...:_ : !-:-. .
1 | Twenty-four 10/100/10008ASE-T 2 |Four 10GE SFP+ ports
PoE+ ports
3 |One console port El 4 |One USB por:
>

e T =
Issue 60 (2022-13-23) Copyright © Huawai T,
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)
4 Chassis
i
' Table 4-1762 Description of indicators on the switch
No | Indic | Name Color | Statu | Description
i ator S
1 PWR | Power - Off The switch is powered off.
module ) : i
indicator | Green | Stead | The systam power supply is normal.
yon
2 SYS | Systam - Off The system is not running
Status ) ‘
indicator | Graen | Fast | The systemis starting.
blinki
ng

Green | Stead | During the system startup preparation
yon | phase, the SYS indicator is staady
green, which lasts for a maximum of

30 seconds.
Green [ Slow | The systam is running normally
blinki
\ ng
L Rad Stead | The system does not work normally

yon | aftar registration, or a fan alarm or a
temperature alarm has been

A\ewt ‘F-T—b _ generatad.

Issue 80 (2

right @ Huawei Technologies Co., Ltd




53700 Series Ethernat Switches

Hardware Description 4 Chassis
| No Indic | Nams Color | Statu | Description .
ator 5
7 |- Service Meanings of service port indicators vary in different
ort modes. For details, see Tabla 4-1783.
indicator | noTE
If a power failure occurs on a davice's PCB board, indicatars of
the last four optical ports on the device's front panal blink
graen cyclically at an interval of 1 secand, with each indicater
illuminating for 0.25 sacands.
8 |ID 1D - Off The ID indicator is not used (default
indicator state).
Blue Stead | The indicator identifies the switch to
yon | maintain. The ID indicator can be
turned on or off remotely to help field
engineers find the switch to maintain.
] USE | USB- - Off ¢ No US3B flash drive is connectad to
based the switch,
detployrn e The USB port is damaged.
en
Indicatst ¢ The indicator is damaged.

¢ The USB flash drive dces not have
any configuration file and cannat
be used for deployment.

* The switch has been upgraded
using the USB flash drive and is
restarting

Green | Stead | A USB-basad deployment has been
ycon | completed.
Green | Fast | The system is reading data from a
blinki | USB flash drive.
ng
Green | Slow | The switch has copied all the required
blinki | files and completad the file check.
ng The USB flash drive can be removed
from the switch.
Red Fast | An error has occurred when the
blinki | systam Is executing the configuration
ng file or reading data from the USB
flash drive.
IA=
f
Caopyright @ Huawe! Tachnologies Co, Ltd 2582,
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Centified Information & Communicalions
Technology Systems Integrator
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